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Open Source Telecom Signaling

Reigniting telecom innovation and sustainable
profitability via open source signaling solutions



Password-free, nothing to type,
nothing to install on mobile data.

Legacy and modern networks, with
no new core infrastructure.

Same API style, credentials,
onboarding, controls, reporting, and

operations for every capability.

No proprietary lock-in, and a path
into the industry's open network API

ecosystems.

Decides who uses what, how much,
and on which terms.

Transparent, auditable foundations
and years of carrier signaling

experience, from open source to
carrier-grade.

Main Benefits

Silent verification One platform Operator in control

Use your existing network Built on open standards Open-source expertise



Key Features- CAMARA Aligned APIs

Know Your Customer Age
Checks whether a mobile subscriber’s age
exceeds a specified threshold.

Silent Network Authentication
Authenticates a mobile user through the
device’s SIM, without passwords, SMS
codes, or user interaction.

One-Time Password SMS
Sends a one-time password by SMS and
verifies the submitted code.

SIM Swap
Checks whether a recent SIM change has
occurred for a mobile subscription.

Location Verification
Checks whether a mobile device is within
a specified geographic area, through
integration with PAiCore GMLC.

Geofencing Subscriptions
Provides notifications when a mobile device
enters or leaves a defined geographic area
through integration with PAiCore GMLC.

Number Verification
Verifies that a mobile phone number belongs
to the device accessing the service.

Location Retrieval
Retrieves the geographic area where a 
mobile device is located through integration
with PAiCore GMLC.



Silent Verification: Two Methods, One API

Network-based (NV1)
From the mobile data session

Nothing to install. Works in any app or browser,
even behind carrier-grade NAT.

A phone on mobile dataUser needs An app on the phone

Any app or web pageWorks in Inside an app

The connection belongs to the numberProves The genuine SIM is in the device

SS7 MAP or Diameter (Sh)Network link SS7 MAP or Diameter (STa + Sh)

Android or iOSPlatforms Android

SIM-based (NV2)
Silent Authentication

Via the phone’s built-in capability, the PAiCore
SDK or Google phone number verification.

A business uses either method through the same API and chooses the one that fits each user.



Interconnections Points

Open Source Telecom Signaling



The operator's network remains the source of truth

Architecture

Interfaces and connectivity requirements depend on the service and deployment

Interconnection Points



 Recommended HW 

Verifications per
second RAM vCPU Disk Network Sample AWS

Instance 

115 16 GB 4 250 GB SSD 1Gbps m5.xlarge

175 32 GB 8 250 GB SSD 1Gbps m5.2xlarge

280 64 GB 16 250 GB SSD 1Gbps m5.4xlarge

Note: Measured for SIM-based number verification over SS7. One verification is a complete flow, not a single message.
Network-based verification will be sized separately. Interconnection values below are examples only



For SS7 over SIGTRAN (SCTP/M3UA) interconnection
Description Value Comments

OPC 1001 Originating Point Code identifying the platform within the SS7 network over IP (carried in the M3UA routing label).

DPC 2002 Destination Point Code identifying the peer node (e.g., STP or core element) in the SS7 network over IP.

Global Title 919800123456 Signalling Connection Control Part (SCCP) Global Title digits assigned to the platform.

SSN TBD Signalling Connection Control Part (SCCP) Subsystem Number assigned to the platform.

Network Indicator National (2) International (0/1) or National network (2/3) determination for Signaling Point Codes (OPC/DPC).

IP and Port at peer side 1.1.1.1 Peer (usually SGW) SCTP endpoint IP address(es) and port number list.

IP and Port at host 2.2.2.2 Host (usually AS) SCTP endpoint IP address(es) and port number list.

SCTP mode Host Side that shall initiate the SCTP association and act as client: Host or Peer?

M3UA type AS Process that shall run on the platform host at M3UA: AS or SGW or IPSP?

Routing Context 101 The Routing Context assigned to the platform identifying its MTP3 routing key.

Network Appearance 12 Identifier of the SS7 network context for the routing key. Not required if SGW operates in the context of a single SS7
network, or if individual SCTP associations are dedicated to each SS7 network context.

Traffic mode Override
Traffic mode type: Override or Loadshare. Override: ASP takes over all traffic overriding any currently active ASPs in the
AS. Loadshare: The ASP will share in the traffic distribution with any other currently active ASPs.

Message Exchange SE IPSP model defining if each exchange of ASPTM or ASPSEM messages can be initiated by either IPSP (Double Exchange,
DE) or not (Single Exchange). SE if unknown.

MUA ASP ID 1 Optional ASP ID (provide it only if it has been set by the operator).



Description Value Comments

Host IP 1.1.1.1 Diameter IP address(es) assigned to the PAiCore Technology platform (SMSC, GMLC, DRA, etc.).

Host Port 3868 Diameter port number(s) assigned to the PAiCore Technology platform (SMSC, GMLC, DRA, etc.).

Host Realm epc.mcc748.mnc012.3gppnetwork.org The string(s) in the Network Access Identifier (NAI) that immediately follows the "@" character assigned to the PAiCore Technology platform
(SMSC, GMLC, DRA, etc.).

Host User Name
host_name.epc.mcc748.mnc012.3gppnet

work.org
The string(s) which contains the User-Name in a format consistent with the NAl specification assigned to the PAiCore Technology platform
(SMSC, GMLC, DRA, etc.).

Host Number 861684684 ISDN (E.164) number assigned to the PAiCore Technology platform (SMSC, GMLC, DRA, etc.).

Peer IP(s) 2.222 Diameter IP address(es) of the peer side (DSC or DRA or DEA or IWF).

Peer Port(s) 3869 Diameter port number(s) of the peer side (DSC or DRA or DEA or IWF).

Peer Port Range 3868-3869 Port range to use for establishing SCTP associations.

Peer Realm epc.mcc748.mnc01.3gppnetwork.org The string in the DSC/DRA/DEA/IWF Network Access Identifier (NAI) that immediately follows the
"@" character.

Peer User Name
peer_name.epc.mcc748.mnc01.3gppnet

work.org The string which contains the DSC/DRA/DEA/IWF User-Name in a format consistent with the NAI specification.

For Diameter interconnection



Web Management Overview

Open Source Telecom Signaling





Flow Diagrams

Open Source Telecom Signaling



Number Verification: SIM-based, PAiCore SDK



Number Verification: SIM-based, Google Firebase PNV



Number Verification: SIM-based, TS.43 standard



Number Verification: Network-
based, mobile-data



SIM Swap call flow



Location Verification call flow



Location Retrieval call flow



Open Source Telecom Signaling

Offering reliable open source signaling solutions with high
quality 24/7 technical support, delivering ownership of the

technology & the freedom to innovate while eliminating
unnecessary license fees.

https://paicore.tech/
https://github.com/paicoretech/
mailto:informaation@paicore.tech
https://www.youtube.com/@paicore-tech
http://linkedin.com/company/paicore-tech
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